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2.1 Oraclization
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Sunblockterminal Z0{Xte| E4E 1e{sto] 10| %= EF O|Z0|E HEA LUl ZE
HEQT AOXt0| A= O|FO/E MA I} 7sSICt

3.1.1Truffle Framework

tm

HI3S
=2

o

T Aot hY =AY Truffle Framework & AHE3IH, ERC20 & BEE QEHHO[AE
2= OpenZeppelin Contract Library 7t ZFH|Z[O UA2l, HAEOAM Deploy X
ADEAEYES st Yool HYS XEHOE WEY & + UL

‘ SampleCrowdsale

CappedCrowdsale ‘ ‘ RefundableCrowdsale

‘ MintedCrowdsale H IndividuallyCappedCrowdsale ‘

A
TleredCrowdsale

5
FinalizableCrowdsale

Crowdsale

A
TimedCrowdsale

A4 )



ib crowdsale

// !

SafeMath [~ ||

|

deploy | _ Ownable
|. Is_~
! ~ .
MintableToken - g S
"'H-\.._\_H_
| StandardToken is
ERC20

‘ elopio style: use the max-len solidity rule (#944) Latest commit 746673a 9 days ago
[E) BasicToken.sol update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago
[£) BurnableToken.sol update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago
[E] CappedToken.sol style: use the max-len solidity rule (#944) 9 days ago
[£) DetailedERC20.50! update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago
[E) ERC20.50! style: use the max-len solidity rule (#944) 9 days ago
[£] ERC20Basic.sol update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago
[E) MintableToken.sol style: use the max-len solidity rule (#944) 9 days ago
[£) PausableToken.sol style: use the max-len solidity rule (#944) 9 days ago
[E] RBACMintableToken.sol Adding RBAC Mintable token (#923) 14 days ago
[£) safeERC20.s0l update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago
[E) standardBurnableToken.sol style: use the max-len solidity rule (#944) 9 days ago
[£) standardToken.sol style: use the max-len solidity rule (#944) 9 days ago
[E) TokenTimelock.sol style: use the max-len solidity rule (#944) 9 days ago
[E TokenVesting.sol update constructor syntax for solidity 0.4.23 in numerous contracts (#... 15 days ago

CH29l 4,56 HOAE 0|2t 22 Sunblockterminal Economy £ Z=435t= Token Design Pattern 0f
a2l o|0] HZE OpenZeppelin ERC20 ADIEHAEME Zi0|EZ|QF EZE D UYIZ FE

Z0|Ct,
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6 Sunblockterminal Lightnode/ LightNet Architectures

6.1 Nodes &

Node: EEH| Q0| HZLO] A= ZE MHSI PCS A4S 0|2

e

LightNode: E5H|Ql P2P A|AHIOIM HIO|HE FESID ZMAFAF= ATl S0
Az LEOICL YHHEOZ fFHLEE H3 AO|0M= Yol UHEIYC=
nHo=z FAIBICH WE CPU 2 Storage HHIE O|835t0] EYKNZ|HEIt x0£0=2
=20 e Yo PFE KXZ|PCh  Sunblockterminal 2| Lightnode & YEtEQl
Lightnode 2| &0 L S5ddel A= M ZHEICL Lightnode AMOIOAM ZCHY
HERIAE dHdstd =59 g1 HEOl H=EH O|FOZFICL OF =1&{o=

+83t7| 2|8 Lightnode £ Sunblockterminal HIAEUON FIIHAEE 7

Sunblockterminal  AtH|7|&2 &St= TEO| oS Sunblockterminal 2|  A+HO]
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6.3.1Lightnode block workflow

bloizf:ar::/o:ﬁror Fullnode upstream blocks
bock-get block3~source bget ﬁ_make
v
blocks source package AL Lowmprrosimmmmmsanes Where most Of the

manual work is done

bbuild (build and test with blocktian)
v or bpkg-buildblocks

one or several blocks packages

upload (bput)

sync(bsync)

Lightnode

6.4 Lightnode block generating process

SuperNodeO o k-1 k<<n<<<m

» 'y

i supernode generate blocks at t+1

Adv. Scan = Resp.

fullnode 0 .. n-1 ‘

A

» N t t+1

Vote

Lightnode

[ fullnode .. m-1

Sunblockterminal & Ethereum 2| Casper project O AlZk[1

= PoS & &¢ng|EFZ2
AHEOICH YHEAQl poS E2|FO oot LEl 2EMME £ 5 22[7] fdH Sunblockterminal 2|
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6.5 Lightnode discovery packet

Adv. or Scan Response data (31 Octets)

AD Structure 1

1 octet

AD Structure 2

Length octets

n octets

AD Structure N

Length — n octets |

000...000b




6.6 Lightnode protocol stack

S-Node

Logical Link Control and Adaptation
Protocl

Controller




6.7 Lightnode dimension estimation

1,000 TPS 1,200 TPS

AWS EC2 m5.2xlarge AWS EC2 c5.2xlarge

CPU: Intel Xeon CPU: Intel Xeon
Platinum 8175M Platinum 8124M
2.5Ghz*8 Core 3.0Ghz*8 Core

MEM: 32G MEM: 16G
DISK: EBS 120GB DISK: EBS 120GB
SSD(3000 IOPS Fix) SSD(3000 IOPS Fix)

20x20 20x24

bl =7 (ms) ® ERHE M ==(count per interval)
E H
E

2020 ¢ 20ms OFCH20 EHAM A
[ref] https://steemit.com/kr/@eoseoul/bmt-eosio-tps-2-by-eoseoul-jit “EE0 : B0ms OFCH 60 E2h= A A
6.8 Lightnode testnode of Tech-Roadmap-1
Tech-Roadmap 1: Stage 1 Tech-Roadmap 1: Stage 2 Tech-Roadmap 1: Stage 3

AWS EC2 mé.2xlarge AWS EC2 m5.12xlarge AWS EC2 m5.12xlarge

CPU: vCPU 48 Cores
MEM: 192GB

DISK: SSD 2TB*2EA(NVME)
+ EBS 16TB

NETWORK: 10Gbps
Monthly Bill: USD $2,800
Type: Cloud(AWS)

CPU: vCPU 128 Cores
MEM: 2TB
DISK: SSD 2TB*2EA(NVME) + EBS

CPU: vCPU 8 Cores
MEM: 32GB
DISK: SSD 300GN

16TB(Provisioned IOPS 20000)
NETWORK: 25Gbps

Monthly Bill: USD $19,361
Type: Cloud(AWS)

NETWORK: 1Gbps
Monthly Bill: USD $457
Type: Cloud(AWS)

[ref] http://koreos.io/29589




6.9 HERC Lightnode

ASIC, GPU Miner 2| Zd2HM3 573 MM EddS &S 49 ot
TechRoadmap 1 SHAIIM X & Cloud Service Off 2|EE A0 BIEA| Edgt Zio|Ct 1
Lightnode € HA X HZ5H0], LightNet 0 &ojg = Us WHO| OpenSource 2 X‘Il-S-EIO-IOF
OtC} TechRoadmap 1 EHAIOIAM A E AWS & AH85t= 8% E

PoW miner 9| LightNet O #0{E& {%=3}l1, Mining Factory §|'7c:>|0'"k|5 AWS ZEQo| MElg £

= T
A= Lightnode & 23 = AT Guide & FO{OFHLY.

*HREC=High-performance Reconfigurable Computing

6.10 Lightnode HREC for Tech-Roadmap 2,3

ARM SoC NAND Flash,
HBM?2 ‘ Power Circuit,
DDR; Reset Circuit

SDRAM

HRECH
(High-
performance
Reconfigurable
Computing)

Fault-Tolerant
Computing
RSA Reliable Bootstrap,

ECCFPGA Scrubbing, COTS=Commercial iff the Shelf
Internal Watchdog,

: HashHard=Resistant to Hash Environments
fon FTC=Fault-Tolerant Computing
Middleware,Redundancy ADDM=Adaptive Dependable Distributed Middleware
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**LightNode 21ZME 7| I8fME Specification O] HOlEl testnet A EEMH XMHa|sZHnt

Interoperability LSt #AS THEAS WO F S5t AL8E & ULt

6.12Lightnode platform customization recommendation

«  Xilinx Zynqg UltraScale+ MPSoC ZCU106

olel HBM2 B 22| 38t Stratix 10 MX FPGA
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7 Exchange Protocol(7{2i 2 ¥ Z)
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I.

Sunblockterminal Platform & <2 Blockchain 7|Et9| 74t TZMEE CHAOZ $ICF 123
SHZ 24517 flof €5 FE U HA|FOl FHELCE Ol M2t HFLE ZZMEE

= 7<
#elst=0 AN DAO 2t €2 BES 518st= A0 72X #FNM= BadtA /XIECH

r

Sunblockterminal & HAEH EZ(AMhCE HERA He| =85 XSSt E S &tCh 123t
Hefeb 2 XS F HEYI EELE udietes FE0| HEYSE AHjAZ2 ©EE[L,
FE0| Me|z[ojof Ctg SEo| A7t F7HE = UCH

7.1 Cryptocurrency 0f| Z|Z3}E P2P Exchange based on

Masternode(Node Service)

ZlgFez MERE Z[2 10 /e RQES ENFD, 2E = YOO|EZL 7tsdtht. E5K¢
4 MEOo| 7tsotH, 2ol & SN = AoY 8 dXe= AsHECHL IR 8 AMAE
@[5t RPC 2E2 HI¢Ch =ERIES flot 7248 R OAHEEE HIHFH, 27
ARl AR dYel HiAxFezR Hsg £k ALt O] OfAHEE Es HIAS2
Sunblockterminal Platform 1F Payment channel, State Channel 22 HZE = QUCH
Sunblockterminal 2| Dex & &73t0] Sunblockterminal E22 OjT/0f+g = o LG 2

2, 2YYE SO0l 7tsotH, 20| fle MMEE =TA2BE F=eCh HeM B, SX
s LFMHEA 81 FA|, SNS, O|HY SO TS AMELCL HAUY A SAHA=E G

=
o

[
ROl B2 A8 4 YUSE Bt

Z-SNARKs 2H0|E2{2|2 ALESH CHHAEIME AFBE 4 U sIXD, ALRXIZ Hejza 29
U Ho|Z 93t HAMMHAS HIeHt



7.1.1Ring Signature

A ring signature is a type of digital signature in which a group of possible signers are merged

together to produce a distinctive signature that can authorize a transaction.
Ring signature 2 MEE HA[X|l= §d &2 AFEA7L 25

2l M

S of 2ot &#d F oit= 28 FEEe 71 § o= A0 MBS ddst=
A

E
AMEEIYER 28ste A0 AM g22 =7tsotte
The actual signer is a one-time spend key that corresponds with an output being sent from the

sender’s wallet.

ring size: ring signature 0| MA3HOF St= MYXIS| = HE =5 Et0| Z3E, ring size 7t 4 H

3 7H2| foreign output 2t StLIC| “real” output O UAZ

E 2HZH A4

[ [

o

| O{C|2 H&E=X HOFAE[X| ROHA ot= A

N

Monero = & MY 7|2 AH8%t7| W{E0| double spending 2ME sHZ3sH7| fIdi & MY
EHMHP0M AHE= EHE "o = Us 7|52 Elor &
Monero 2| key image AtE2 =2 sl

- Bob O] Alice O/l Monero £ EUW2{11 &tH ring size 7} 5 0|11 5 74e| ¥&H F StLi=

L=}
Bob 2| XM ZtMdet & MB EME| F7HE A

- UOA Y 7i= Monero SEH|Q0M b2 ItA Hef WY

. 0] 4 79 YFE2 C|ZO|0|2t T, Bob O EMMI BHEOf 5 HO| MYX 1BL
R

o
ro
met

- M 3 Xt= Bob 2| one-time spend key Of 2Jsff AMZ O Tx 7t MBEIR}E=XE

A OO
HA O
- key image & AM83IH Alice o] A 22 MEE|E Monero 7t O[O0 X|ZE[X| LUSS
golgh = AS

7.1.2Stealth address

ZHz Hotol Yy F oL, 52 SUXIL A4S OIS0 RE EHMMO| CHsi ol
ol F2E YIOHEE 385t RFLE



When you create a Monero account you'll have a private view key, a private spend key, and a Public
Address.

view key - e AZLR SO02 EMUPS = 5 A= 7|, Y AZOM EH EHHHER2 =
= U=
spend key - Siie Ag2| EMES THAZ = A= 7|, CHE 7|55 THEAZE = UCL
view key & &3l ZU|Z= optionally semi-transparent
7.1.30ne-Time Account System
Account Generation Algorithm
1. Main account generation
Wa|A9 22[X|E HHE (A a), one-time account system OfAQ| Ml AHE (B, b)2t 5IH
deojaof ol AFel Z2tol8l 7= (a b), H=E 7S (A B) 2t 2

Bo|A= OQ A™HO FAZ private key (a, b), scan key (A, b), HEE7| (A, B)E 7+HA
2. Sub-account generation

20| Ua|A0H EUHMMNES e SHH (Aol o2l AE (A, B)= sub-account (A1, SHE

MM, (A1, S1)= one time account

20| random number s & HM3HA ST = [s] G2 A1 = A + [Hash_p([s]B)] G & At (A1, S1)=

one-time account.



7.1.4ECDSA G

Signature generation algorithm | edit

Suppose Alice wants to send a signed message to Bob. Initially, they must agree on the curve paramete

multiplicative order of the point (3.

Parameter

CURVE the elliptic curve field and equation used

G elliptic curve base point, a generator of the elliptic curve with large prime order n
n integer order of G meansthat n x G =0

7.1.5Stamp System

o™ AENN EUMMM HES X|Z5t=A| 2785t AAH, one-time account system O|A=
E

7] W20 O EHMMO| HES XI=oi0F ot=Al & =+ RIS

g0

sty o A= E SOf, A™-MZE EMMEOoZ SH O oF I AL



8 Sunblockterminal.phone

25 0S & ZTMACQIol AR8SHAl = OiH|2F AYol 2[4 OS O|Ch 2017 HO OFMXA
H ADEEO ZEEQ XHS5t= A2 FSHE YH “Ubuntu for Phone”, “UbuntuTouch”
£ OEPZAZ ZEE|QROLE, Sunblockterminal OlAE ZHILABZHOA =ZHA QL Full
node £ &7l 8iME  embedded linux  7|2tS]  phone RIOIAM  SESHE
Sunblockterminal 2 X212 18{5tA E|RA2 D, TIFTH Worldwide 2t Billion full-node £ 7H|&
EEMQ Z2NEVL & A2 SHE $HCt SBTStorage, SBT.Messenger 7t SBT.Phone 2| CHEZ QI
DApp O] & A= Of&otCt

LM™Ol Target phone 2 2= Galaxy S8, Oneplus5T, Mate10 O] & Z40|04, Custom Phone &
ojgio= S AS o/Yotot.

contract SBT Wallet

SBT.Storage  SBT.Messenger  SBT.Wallet(SBT,DApp Contract)

SBT for android AZEQ| 0= Sunblockterminal 22X ¢ HEXINA AL2E= SBT £ LU
OO A AFESHZ| @B BHIY ZSHEQL|CL



*Z=O|Atgh Sl 2AM0A AFEl= AFE L Sunblockterminal Platform & &8%|| SBT 7t O|2&|=

RE g2 ook (HE ALE, A, ol §)

8.1 MVVM O}7|ElX
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Save() Load)

S
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SBT |
HTTP Transfer B
Data : Blockchain |
= - M Retrofit

Manager 3
9 Transaction Service FullNode

—

HTTP Transfer

J|2H o2 MVWM(Model — View — ViewModel) OF7|EIXES 7|dto g2 M A 3ICt MVVM OF7 |l =
Ol Chot o|&=d2 Zohot gloil= S22 HASIL Unit Test 2F ZE3E &OI5HH HEESF
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ViewModel DataModel

MVVM O|A=, ViewModel O] OMIESQO| AERS HJI 1 AEZ| HQE &
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o
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"E2 L3 ViewModel Of|A CHE HM
< QIBtCE 12|31 View 2F ViewModel € many-to-one
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AL Aok & = QUCE View &= ViewModel o #ZEXE JHX|A Z[X|T, ViewModel 2
View OfcHet HEIF S QA EICE OHO|H AH[XHconsumen= OIO|H & & XkH(producer)d|

CHoH Al 2 OFOF SEX|2H CIOE =&

ME AXE @=Ch

ol

BLAU ViewModel)= HIO[E ZAH|XZL =7QIX| SR &,

Data binding
Ol HIRIEES 08310 E=ZO0[E9| ZF View Of|A M= OHIESS HREY =+
ASLICE 0|2 QI3 A= d4bdo] o FOMX|L, HO|HE Wz 22|5iof st= 2AS0| AtZtA
g dast H=L A 2X02 H3Y = A= 22 0l8E A4 = ASLCL
http://gun0912.tistory.com/71
https://developer.android.com/topic/libraries/data-binding/
SQLite Fragment
Remote Local Frmmmmmmmmmmmmee- | P VIEW
data source data source DATA P
| BINDING |
___________________ Ag
\
\
REPOSITORY \
(+ in-memory cache) - =  VIEWMODEL
Activity

Kotlin

Intelli) IDEA 5! Android Studio 9
tEZO0|ES| J4A Q02 X|FEQUCE 2t
SA0| 755, Java 29 Mz &0

WAL JetBrains O A 7H
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A2 Googleio OfAf
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http://gun0912.tistory.com/71
https://developer.android.com/topic/libraries/data-binding/

Kotlin/Native ALY E ALESI0 7|AHO0 E= LLVM 22 XE
=74, JavaScript, Java EE, HTML5, iOS, 2t=H|2| It0o| 52 7iEe I AH8E =+ ULCH

Otegff @3 = Kotlin 1t Data binding 2 &%t #22| 0N ==X Eo0|LCt,

https://github.com/googlesamples/android-architecture/tree/todo-mvvm-databinding/

8.2 Data Model

HTTP &0 At8El= 2E Data & JSON-RPC ZEHZ X83HCt OF2f Gson 2H0|ERZ|E
283810 2 E Object £ json HENZ H&THCY,

Gson (Google + JSON)

https://github.com/google/gson

Gson is a Java library that can be used to convert Java Objects into their JSON representation. It
can also be used to convert a JSON string to an equivalent Java object. Gson can work with arbitrary

Java objects including pre-existing objects that you do not have source-code of.

There are a few open-source projects that can convert Java objects to JSON. However, most of them
require that you place Java annotations in your classes; something that you can not do if you do
not have access to the source-code. Most also do not fully support the use of Java Generics. Gson

considers both of these as very important design goals.

8.3 Network Transfer
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(7 requests)

AsyncTask 941 ms 4,539 ms 13,957 ms

Volley 560 ms 2,202 ms 4,275 ms

Retrofit 312 ms 889 ms 1,059 ms
http://instructure.github.io/blog/2013/12/09/volley-vs-retrofit/
Square Retrofit
A type-safe HTTP client for Android and Java
http://square.github.io/retrofit/
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EventBus is a publish/subscribe event bus for Android and Java.

https://github.com/greenrobot/EventBus
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Quantis QRNG: USB

4Mbps of true quantum
randomness

Certified by Swiss
National Laboratory
USB 2.0 interface

OS Support: Windows,
Linux, Solaris, FreeBSD,
MAC OS X

Demo application

Quantis QRNG: PCle 4Mb

4Mbps of true quantum
randomness

PCl Express interface
Certified by Swiss
National Laboratory

OS Support: Windows,
Linux, Solaris, FreeBSD

Demo application
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Quantis QRNG: PCle

16Mb

e 16Mbps of true quantum
randomness

e PCl Expressinterface

e C(Certified by Swiss
National Laboratory

e (OS Support: Windows,

Linux, Solaris, FreeBSD

e Demo application
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10 Conclusion
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